Compliance, Security & BAA
Framework

A Comprehensive Overview of HIPAA-Aligned Medical Coding Practices

ProficientNow Health Care

This framework outlines our comprehensive approach to HIPAA compliance, data security
protocols, and Business Associate Agreement requirements that protect your patients' Protected
Health Information.

« HIPAA Business Associate Compliance
« Advanced Security Safeguards

« Incident Response Protocols

« End-to-End PHI Protection



Introduction

ProficientNow Health Care is a trusted provider

of medical coding services, specializing in
accurate, compliant, and efficient healthcare
revenue cycle support. We understand that in
today's complex healthcare landscape,

compliance and security are not optional—

they are fundamental to protecting patient
privacy and maintaining trust.

This document serves as a comprehensive
resource for healthcare compliance officers,
vendor managers, and IT/security teams
evaluating medical coding partners. Whether
you're conducting vendor due diligence,
preparing for onboarding, or performing
routine compliance audits, this framework
outlines our commitment to HIPAA alignment,
robust security practices, and transparent
Business Associate Agreement (BAA)
execution.

Our approach integrates regulatory
requirements with operational excellence,
ensuring that every interaction with Protected
Health Information (PHI) meets the highest
standards of confidentiality, integrity, and
availability. We recognize that selecting a
coding partner is a critical decision that
impacts both regulatory standing and patient
trust.



Our Role as a HIPAA Business
Associate

Under HIPAA regulations, ProficientNow Health Care functions as a Business Associate-an entity
that creates, receives, maintains, or transmits Protected Health Information on behalf of a Covered
Entity. This designation carries significant legal and operational responsibilities that we take
seriously.
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Scope of Our Medical Coding
Services

« Inpatient and outpatient procedure coding

» Diagnostic code assignment and validation

« Chart review and documentation improvement
« Quality assurance and coding audits

« Revenue cycle optimization support

Each service requires controlled access to patient medical
records, making our role as a Business Associate essential
to your organization's compliance ecosystem. We
process PHI strictly within the scope defined by our
contractual agreements, ensuring minimum necessary
access at all times.




Business Associate Agreement

Framework

The Business Associate Agreement (BAA) is the cornerstone of our compliance relationship with
Covered Entities. This legally binding contract establishes the framework for how we handle,
protect, and ultimately dispose of Protected Health Information in accordance with HIPAA Privacy

and Security Rules.
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When BAA Execution is
Required

Any arrangement where ProficientNow
Health Care will access, receive, maintain, or
transmit PHI on behalf of a Covered Entity
triggers BAA requirements. This includes all
medical coding engagements involving
patient-identifiable information.
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Permitted Uses of PHI

We are authorized to use and disclose PHI
solely for the purpose of providing medical
coding services as specified in our service
agreement. Any use beyond this scope
requires explicit authorization.
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Purpose & Legal Foundation

The BAA establishes our obligations under
HIPAA and the HITECH Act, including
security safeguards, breach notification
procedures, and termination protocols. It
ensures both parties understand their
compliance responsibilities.
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Regulatory Alignment

Our BAA template incorporates all required
HIPAA provisions, including subcontractor
management, individual rights support, and
cooperation with regulatory investigations
and compliance reviews.

[0 Important: BAA execution must occur before any PHI is exchanged. Our legal and
compliance teams work efficiently to review, negotiate, and finalize agreements that
protect both organizations while enabling seamless service delivery.



Protected Health Information (PHI)
Handling

Access Control Framework

Every interaction with Protected Health Information is
controlled through multiple layers of security and
accountability. We implement role-based access controls
that ensure coding professionals can perform their duties
effectively while maintaining the highest standards of
patient privacy.

« Unique user credentials for every team member
with individual accountability

 Multi-factor authentication required for all system
access

Core Principles

- Automated session timeouts to prevent

Our approach to PHI handling is unauthorized viewing

governed by the principle of
minimum necessary access-team
members receive only the
information required to perform
their specific coding functions,
nothing more.

- Regular access reviews to validate ongoing need
and appropriateness

Secure Workflows No Unauthorized Need-to-Know Basis
Work queues are Use Access permissions are
structured to deliver only PHI is never used for configured to provide only
necessary patient marketing, research, or any the clinical documentation
information to coders. purpose outside the scope required for accurate code
Charts move through of medical coding services. assignment-no extraneous
encrypted channels with Strict policies prohibit any demographic or clinical

full audit trails tracking unauthorized disclosure or details are displayed

every access point. secondary use. unnecessarily.

Our workforce receives ongoing training on PHI handling best practices, reinforcing the importance



Security Governance &

Accountability

Effective security requires more than technology-it demands clear governance structures,
defined accountability, and a culture of continuous improvement. ProficientNow Health Care
maintains a comprehensive security program overseen by dedicated leadership committed to

HIPAA compliance.
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Security Policy Framework

Documented policies cover all aspects of PHI
protection, from access management to
incident response. Policies are reviewed annually
and updated to reflect regulatory changes and
emerging threats.
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Defined Roles & Responsibilities

Security Officer, Privacy Officer, and compliance
team members have clearly articulated duties.
Every employee understands their role in
protecting PHI and maintaining regulatory
compliance.

04

Risk Assessment Program

Regular security risk assessments identify
vulnerabilities and evaluate the adequacy of
existing safeguards. Findings drive remediation
plans and security enhancement initiatives.

Leadership Commitment

Security governance starts at the executive
level. Our leadership team allocates resources,
champions security initiatives, and ensures
that compliance remains a strategic priority.
Regular reporting keeps executives informed
of security posture and emerging risks.

Continuous Monitoring

Ongoing evaluation of security controls ensures
sustained effectiveness. Metrics, audit findings,
and incident trends inform strategic
improvements and resource allocation decisions.

Accountability Culture

Every team member is accountable for
security. Performance evaluations include
compliance elements, and recognition
programs celebrate security-conscious
behavior. This culture of accountability
permeates every level of our organization.



Security Safeguards in Practice

Our comprehensive security program implements the administrative, technical, and physical
safeguards required by HIPAA. These controls work together to protect PHI confidentiality,
integrity, and availability across all operational environments.

Secure Authentication

Multi-factor authentication,
strong password requirements,
and biometric options ensure
only authorized individuals
access PHI systems.

Workforce Training &
Awareness

Security is only as strong as the people
implementing it. Our comprehensive training
program ensures every workforce member
understands their HIPAA obligations and the
specific security practices that protect patient
information.

- Initial training for all new hires before PHI
access is granted

« Annual refresher training covering policy
updates and threat awareness

« Role-specific modules addressing unique
security responsibilities
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Encryption Standards

PHI is encrypted both in transit
(TLS 1.2+) and at rest (AES-
256), rendering data
unreadable to unauthorized
parties even if intercepted.

Monitoring & Audit
Logs

Comprehensive logging
captures all PHI access events.
Automated monitoring detects
anomalous activity, triggering
investigation protocols.

Confidentiality Agreements

Every employee, contractor, and business
partner signs confidentiality agreements
acknowledging their obligation to protect PHI.
These agreements create legal accountability
and reinforce organizational expectations.




Physical & Environmental

Safeguards

While much attention focuses on technical controls, physical security measures are equally
critical to protecting PHI from unauthorized access, theft, or environmental damage. Our facilities
and operational practices incorporate multiple layers of physical protection.

iZi Secure Work M Controlled @ Device
Environments Workstation Access Protection
Protocols

Access to facilities where
PHI is processed requires
badge authentication.
Visitor logs, escort
protocols, and surveillance
systems maintain
accountability. Work areas
are designed to prevent
unauthorized viewing of

screens or documents. access.

Document Security

When physical documents containing PHI are
necessary, they are stored in locked containers
with controlled access. Clean desk policies
require securing all materials at the end of
each shift. Secure shredding services destroy
documents when no longer needed, with
certificates of destruction maintained for audit
purposes.

Workstations are
positioned to minimize
shoulder surfing risks.
Privacy screens prevent
visual eavesdropping.
Automatic screen locks
engage during periods of
inactivity, and all devices
require authentication for

Mobile devices and
portable media containing
PHI are encrypted and
tracked through asset
management systems.
Remote wipe capabilities
enable rapid response if
devices are lost or stolen.
Personal devices are
prohibited from PHI
access.

Operational Controls

Beyond facility access, operational procedures
govern how work is performed. Print jobs are
released only when employees authenticate at
the device, preventing abandoned printouts.
Whiteboards and shared displays never contain
PHI. Conference rooms used for PHI
discussions implement privacy protections.



Incident Response & Breach
Notification

Despite robust preventive controls, security incidents can occur. Our incident response program
ensures rapid detection, effective containment, and appropriate notification in alignment with
HIPAA Breach Notification Rule requirements.

Investigation

Security team conducts
rapid assessment to

Detection . .
determine scope, impact,
Monitoring systems, user and whether incident
reports, and audit reviews constitutes a breach
identify potential security requiring notification.
incidents involving PHI. O
00 Containment
Immediate actions prevent
further unauthorized access
[:] or disclosure. Affected
ﬁf systems may be isolated
while remediation occurs.
Improvement JAt
[e]
Post-incident analysis Notification

identifies root causes and
prevention opportunities.
Lessons learned drive
security enhancements.

Covered Entity is notified
within contractual
timeframes (typically 24-72
hours) with detailed incident
information to support their
breach determination.

Breach Risk Assessment

Not every incident involving PHI constitutes a
breach under HIPAA. Our team conducts thorough
risk assessments considering:

« Nature and extent of PHI involved

« Unauthorized person who accessed PHI (if
known)
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Third-Party & Subcontractor

Compliance

When ProficientNow Health Care engages subcontractors who may access PHI-such as technology
vendors or specialized coding consultants-we extend the same rigorous compliance standards

throughout the supply chain.

Limited & Controlled Access

Subcontractors receive PHI access only when
absolutely necessary and solely for
authorized purposes. Access is time-limited
and revoked immediately upon engagement
completion. Technical controls enforce these
restrictions at the system level.

Vendor Risk Management

Before engaging subcontractors, we conduct
security assessments evaluating their
policies, technical controls, and compliance
history. Ongoing monitoring ensures
sustained compliance throughout the
relationship.

Accountability Framework

We remain fully accountable to our Covered
Entity clients for subcontractor actions.

Contractual Safeguards

Every subcontractor signs a Business
Associate Agreement that mirrors our
obligations under our agreement with the
Covered Entity. These contracts flow down
HIPAA requirements, creating contractual
accountability for PHI protection.

Transparency & Oversight

Clients receive visibility into our subcontractor
relationships. We maintain current listings of



Data Retention & Secure Disposal

Proper management of PHI extends beyond active use to encompass retention, return, and secure
destruction. Our policies ensure that Protected Health Information is handled appropriately
throughout its entire lifecycle, including at relationship termination.

Active Use Return or Destruction

At contract termination, PHI
returned to Covered Entity or
securely destroyed per client

PHI accessed and processed for
current medical coding services
under active agreements

Retention Period

PHI retained as required by
contract, regulation, or legitimate
business purposes (typically 6-7

years)

Retention Principles

We retain PHI only as long as necessary to
fulfill our contractual obligations and comply
with applicable legal and regulatory
requirements. Retention periods are clearly
defined in our BAA and service agreements.

 Business records: Maintained per federal
and state record retention laws

« Audit logs: Preserved for minimum of six
years as required by HIPAA

« Clinical documentation: Returned or
destroyed per client specification

preference

Verification

Certificate of destruction
provided documenting secure
disposal and confirming no
copies remain

Secure Destruction Methods

When destruction is authorized, we employ
methods that render PHI unreadable and
irretrievable:

+ Electronic media: Department of
Defense-standard data wiping or physical
destruction

- Paper records: Cross-cut shredding or
incineration through certified vendors

- Backup systems: Comprehensive purge
ensuring no residual PHI remains

Post-Termination
Obligations

Even after service termination, confidentiality
obligations persist. Former workforce



Next Steps

Thank you for reviewing our Compliance, Security & BAA Framework. ProficientNow Health
Care is committed to being a trusted partner in your healthcare revenue cycle operations-one that
understands the critical importance of HIPAA compliance, patient privacy, and regulatory

alignment.

We're Ready to Support Your
Compliance Journey

Whether you're evaluating medical coding vendors for
the first time, conducting annual due diligence on
existing partners, or preparing for an upcoming audit, our
team is here to provide the transparency and
documentation you need.

Our compliance and legal teams work efficiently to
execute Business Associate Agreements that protect
both organizations while enabling seamless service
delivery. We welcome security assessments, facility tours,
and detailed discussions about our safeguards and
controls.

[J Ready to proceed

securely?

Our team is available to
support BAA execution,
onboarding, and
compliance review.

Contact our Compliance
Team:

E
compliance@proficientno
w.com
S, (555) 123-4567

BAA Execution Security Documentation

Fast-track your Business Associate Request detailed security documentation,
Agreement review and execution with our SOC 2 reports, or vendor questionnaire
responsive legal team responses

©

Compliance Briefing Onboarding Support

Schedule a detailed presentation for your
compliance and security stakeholders

Seamless integration with your existing
systems and workflows, with full security
documentation



